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Abstract
Camera surveillance (Closed Circuit Television, CCTV), is increasingly used for
remote process control or surveillance. A CCTV-system is a man-machine system
consisting of a chain starting at an observed situation, via cameras, and transmission
towards a workstation where operator tasks and displays come together. CCTVsystems are used for traffic control, operation and surveillance of objects like
bridges or locks, surveillance and security or process-control. Situations can be
found that clearly lack good guidelines on human factors. The problems seen are not
only related to technology such as unsharp images but also task-related, for example:
a high number of images with little points of orientation and a vague target
description. Such situations motivated us to study CCTV from a human factors
perspective. This article describes what guidelines were developed and how this was
done. As a special project, guidelines were sought for the question: how many
screens can one operator handle? A new concept ‘scenes’ was proposed and
evaluated in practice.
The guidelines project
An international guideline on CCTV exists: NEN-EN50132-2012; but it hardly
addresses working with CCTV. That is why a consortium (Ergos Human factors
engineering, Intergo human factors & ergonomics, VHP Human performance,
University Arnhem Nijmegen) set off to develop human factors guidelines. The
over-all research question was:
What should an operator be able to see, detect or read from CCTV images? What
requirements should be met by the CCTV system?
Project phases were: Orientation and literature review; Situation-analyses / casestudies to describe specific CCTV tasks; Research on image quality, both
explorative and experimental; Development of human factors guidelines; and
Construction and evaluation of a theory on scenes as a measure for workload.
The project was funded by 13 project partners from government and several
organisations from industry and security. This article aims to present some important
research topics in the guidelines project. It is the intention to apply the guidelines in
practice.

In D. de Waard, K.A. Brookhuis, A. Toffetti, A. Stuiver, C. Weikert, D. Coelho, D. Manzey, A.B. Ünal,
S. Röttger, and N. Merat (Eds.) (2016). Proceedings of the Human Factors and Ergonomics Society
Europe Chapter 2015 Annual Conference. ISSN 2333-4959 (online). Available from http://hfeseurope.org

210

De Bruijn, Jansen, Lenior, Pikaar, & Schreibers

Literature review
Schreibers et al. (2012) found approx. 40 publications on human factors (HF) in
CCTV. An additional review was done for the theory on scenes. Highlights of the
review results are:






CCTV control centres sometimes have large video screens. According to the
standard ISO-11064 they should be used mainly for information shared between
operators. But in practice they are often used individually. Independent
guidelines were not found on recommended use of video screens.
The number of images an operator can follow simultaneously varies strongly
with tasks and complexity as found in practice. Some sources suggest a
maximum of 12 to 16 images for a simple task. Others sources mention 50
images. Clear definitions of task complexity were not found however. Because
there was a great interest in this issue from our clients it was decided to start a
new sub-project on it. It will be described in more detail below.
Most publications contain lists of important issues rather than guidelines; a level
of evidence is often lacking.

A separate line of research is aimed at the detection of suspect behaviour (e.g.,
Burghouts, 2010). Although this is interesting, its focus is less on HF. Besides,
image technology was outside the scope of the guideline project.
Situation analyses for the guidelines
Following the literature review, eight situation analyses were performed in existing
CCTV situations. The aim was to collect the CCTV tasks, note the CCTV technique
used and the relations between these. The analyses were performed at: the bridge of
a dredging vessel, a traffic control centre, two security centres for controlled
entrance, a lock control, two station surveillance rooms, and a remote barge jetty
supervision. Each situation was analysed systematically by HF professionals, using
standardised protocols. Two different types of tasks could be distinguished:




Type 1 – no trigger
If there is no attention signal or sensor, then the main task is monitoring the
images for unusual or specified events. If an event occurs, the operator analyses
it. He then performs a follow-up task, or continues watching with a next CCTV
task in the order observe – detect – recognize – identify. See figures 1 and 2.
This pattern is frequently used in CCTV literature.
Type 2 – trigger
If there is a signal, an alarm or a telephone call, the operator selects an image to
detect what is going on or starts an action himself.

An additional project was aimed at gathering guidelines about wide-angle lenses.
This concerned mainly the distortions occurring at wide-angle lenses and the tradeoff between the advantages of a wider field of view.
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Figures 1 and 2. Different levels of detail in images for two observation tasks.

The findings from situation analyses and additional projects led to a set of guidelines
(Pikaar, 2015). The guidelines also go into the design process and cover the
following chapters:
1.
2.

3.
4.

5.

Project Ergonomics – the engineering process for integrating HF in the
design of CCTV-related control centres.
CCTV System Description – describing the elements of the CCTV system
and how to achieve a complete functional description including a detailed
task- and information analyses.
Field equipment – Cameras, camera positions, image pre-processing.
Control room layout and workplace design – Requirements for control
room layout, workstation design and visual anthropometry for situations
with a large number of information displays (i.e. hardware issues).
Image presentation and interaction design – for CCTV systems, the
majority of information concerns images.

Perceived CCTV image quality
Experimental research has been performed on the judgement of the perceived image
quality. It consisted of a set of experiments in which CCTV mediated vision was
compared with direct (non-mediated) vision. The results of the experiments are
published in Bennis, et al. (2014). Several test methods exist for the quality of
CCTV systems such as the Rotakin test (Aldridge & Gilbert, 1996) and Vidilabs
(Damjanovski, 2005). See figure 3. In this project the aim was to find a test method
that could be applied in practice and that rules out subjective influences such as
expectation and visual performance as much as possible. The Rotakin manikin and
the Vidilabs test chart where evaluated. In addition, the Landolt C visual acuity test
chart which is used by opticians to measure visual acuity, was used in the
comparison. The main goal here was image judgement.

212

De Bruijn, Jansen, Lenior, Pikaar, & Schreibers

Figure 3. Rotakin test, Vidilabs test chart en Landolt C visual acuity test

The most important findings were:
The Rotakin test clearly does not provide sufficient unique distinctive characteristics
to be deployed as a valid test system. Subjects appear to use ‘recognition tricks’
instead of giving a real judgement on perceived image quality.
The results from the Vidilabs test chart are difficult to interpret. The test is difficult
to apply in practice because of the complexity and the sensitivity for disturbing
factors.
The Landolt C test provides clear outcomes. It is a useful method for measuring the
visibility of critical detail (related to viewing distance). Moreover, some important
other factors involved in perceiving image quality, such as luminance/contrast and
the influence of resolution, are measurable. Another important advantage is that it
includes a measurement of visual acuity.
A new concept: scenes
There are questions about the number of images that can be effectively monitored.
For instance Gill et al. (2005) found that operators switch to a reactive mode with
more than 100 camera views. Other literature (e.g. Wallace et al., 1997) seems to
suggest a maximum of 16 images. In the literature, displays or images presented to
the operator are counted as a measure for workload.
To address this issue, visual information has priority and should be placed within the
optimal visual range. This visual range is determined by the direction of viewing,
angle of view and viewing distance. The guidelines describe a primary work area
and a work area for secondary displays. Figure 4 illustrates the areas. The guidelines
describe a ‘pixel area’ with a limited number of pixels, on the condition that the
operator should not be able to see individual pixels. The pixel area is a general limit
to the workload of the operator.

human factors and workload in CCTV

213

Figure 4. Illustration of the areas

A second limit is the number of ‘sets of information’ that is presented in the pixel
area. For the development of the HF guidelines, the concept of scenes was
introduced to address CCTV task complexity.
A scene is defined as a logical and meaningful set of visual information, to be
monitored with a specific aim. The operator task determines the composition of a
scene. For example: for tunnel safety monitoring a series of images representing one
traffic lane could be defined as one scene. For a monitoring task, the operator could
handle four tunnel tubes, i.e. four scenes. If an incident occurs, the task and thus the
scene changes. Then, the operator task requires more detailed images of the incident
area. For serious incidents, workload may become high and a colleague might be
asked to monitor the remaining tunnel tubes. The hypothesis behind the concept of
scenes is that the common goal or common area that images share, should result into
less effort in monitoring than totally unrelated images. So scenes are a task-based
rather than technique-based concept (De Bruijn & Burggraaf, 2015).
From scenes to workload: how much can an operator handle?
For establishing an operators’ workload, the task-based concept of scenes was
elaborated. The situation analyses gave insight into CCTV-tasks. For a Type 1 task
without trigger, it is supposed that the operator successively monitors a number of
scenes. For certain scenes a ‘target’ may be detected and a subsequent task or
‘follow-up action’ is executed. See figure 5.
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Figure 5. The monitoring cycle. Five scenes are monitored successively. For scene 3 a
subsequent task is needed. Then the operator resumes monitoring.

The length of the monitoring cycle should fit within the time window in which a
reaction from the operator is expected. The time window is determined by:



the time the target is in sight. A pick pocket for instance can be recognised by
his behaviour during a short period. A car thief often needs much more time and
this leaves the operator more time to recognise him.
the required reaction time. The pick pocket will vanish in the crowd in just a
few seconds but more time is available if a traffic accident causes the traffic to
congest and assistance is required.

Workload was operationalized as viewing time in seconds. To decide between high
or lower workload, a threshold value is essential. The threshold for workload is
given by the time available: the time window (see figure 4). For a Type 2 task with a
trigger, the follow-up action will probably determine the time window and take most
of the time. The operator can only monitor for ‘triggers’ between the subsequent
actions or perhaps during the actions, if these do not require continuous attention.
Testing scenes in practice: some findings
The concept of scenes was studied in three cases: a traffic centre, a ships lock, and a
railway station surveillance centre. In the traffic centre and the lock, sets of images
were found that were used as a single point of attention focus during the monitoring
tasks. For instance in the lock, all images of the lock are monitored if there are
several ships to fit in the lock (see figure 5, in the dotted rectangle). The view of the
lock consists of eight images and is regarded by the operator as being one scene for
monitoring. When the operator opens a door he will focus on one image of the
opening door and may even place this image on a separate display (solid rectangle in
figure 6). This single image then forms one scene. The same principle of following
the whole process (several images, one scene) versus inspection of a small area (one
image, one scene) is found in the traffic centre.
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Figure 6. Example images of two locks. The operator monitors the ships in the ‘West lock’
(dashed rectangle) and checks on the opening of a door in the ‘East lock’ (solid rectangle).

In the railway station surveillance centre, scenes consist mostly of just one image.
See figure 7. The eight scenes are supervised for unusual events or terrorism one
after another. The images display locations within one station that are not adjacent.
The focus is on one station at a time.

Figure 7. Railway station surveillance centre. The top eight images display separate locations
in the station. Each image represents a separate scene.

An interesting finding is that viewing time per scene is in practice 2-3 seconds in all
three cases (traffic, lock, railway), even for very complex images. Scene complexity
was rated by the researchers with a list of complexity factors. The factors were
derived from the literature (see table 1).
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Table 1. Image complexity factors derived from the literature, as used for classifying scenes
in the cases
Complexity factor
‘Behaviour’ of the target

Categories
None, simple,
complex

Movement of the target

Biological,
mechanical

Paced or non-paced

Paced, non-paced

Crowding

Similarity target
distractors



and

Number of distractors
Distance
target
distractors

Image distortion

Significant
image

detail

in

the

Dimensions may be:
colour, direction,
size, shape
None to many
Close or distant

Glitter, noise,
shadow, resolution
etc.
Size of the detail to
be found in relation
to the total image

Example
None = target absent. Flow of
traffic=simple. Human
behaviour=complex
Example: aggressive behaviour is
biological. It is complex but can be
recognised instantly.
Is continuous watching required?
For instance, closing the barriers
before opening a bridge, ensuring
nobody passes them
A cork screw in a drawer full of
cutlery may be hard to find, a red
pencil isn’t
some or many pieces of cutlery
The cork screw is between the
cutlery or in a separate
compartment
A person in a scene is harder to
detect between dark shadows
A child’s bicycle on a railway
crossing is harder to recognise than
a truck

In practice, the operators appear to be hardly affected by the factors listed in Table 1.
Due to their experience, even complex targets are recognized quickly and with little
effort (e.g. recognizing a person in a crowd by the way they walk, even when only
the outline of the person is visible yet, among many other persons). In order to
understand this discrepancy between literature and practice, it was noticed that for
instance research into suspicious behaviour or the influence of screen layout is
mostly done with students or university staff as participants. Other research on
threat-related intentional actions was done with naïve, paid, subjects. Indeed, an
operator in the traffic centre confirmed that novice operators did not even come
close to skilled operators in speed and accuracy. This suggests the image complexity
factors may play a role in the learning time required for the job, and are not (or less)
relevant to experienced operators.
Another explanation for the discrepancy is that some complexity factors found in
experiments do reflect the task rather than the image. Examples of task factors are:
the allowable number of missed targets and whether the task is concise with clear
targets to be met, or vague with general instructions to prevent terrorism.
Follow-up tasks, such as controlling a lock door or a dynamic road information
panel, have a much larger impact on workload (measured in time spent on the task)
in the three cases than the actual viewing tasks. This is illustrated in the monitoring
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and control of a lock: detection of a situation (a ship has left the lock) takes seconds
but guarding the closing lock door may take a minute.
The allowable number of scenes was estimated for the railway station surveillance
centre, on the basis of the constant 2 - 3 seconds viewing time per scene. The task
chosen was surveillance for crowding in the central hall area. Crowding can be
expected during rush hours and the operator should alert service personnel within
one minute. This means an allowable time window (see figure 5) of 60 seconds to
view all scenes and contact personnel. The latter task will take approx. 20 seconds.
This leaves 40 seconds for monitoring scenes. Viewing time was estimated to be 4
seconds, a bit longer than standard because the default scenes presented by the
CCTV may be more dense in rush hours than usual. This should give the operator
time to monitor 40 / 4 = 10 scenes. Although it is difficult to obtain exact figures,
this suggests that the operator can handle the current 8 scenes per station.
Designing scenes
Two important factors in the design of scenes are:




Choosing which images are the best representation of the task area. In a railway
station it may prove necessary to have more than one camera for an area in
order to avoid any blind spots. A minimum of images is sometimes not best: in
the case of the traffic supervision centre, the images are overlapping each other
slightly. This raises the likelihood of the operator seeing a decrease in distance
between cars as early as possible.
Selecting order and layout of scenes for optimal situation awareness (SA):
correct perception of a situation, understanding it and being able to predict what
is likely to happen. One guideline is to place the images or scenes in a logical
order. The level of situation awareness required depends on the task. If the task
is to detect unattended luggage and if each camera image has a unique code,
then a low SA is required. Tracing a moving person in a complex environment
requires a high SA however.

There was a wish from the project sponsors to work out the principle of the
monitoring cycle into a visual representation. Two flow-charts are made, containing
guidelines and choices to be made for estimating the allowable number of scenes in
a particular situation.
Discussion
The experts from the sponsors (present in the workshops) judged scenes to be a
useful concept for the monitoring of a large number of images, each in their own
specific applications of CCTV. Although this is a first step, the idea of calculating
the monitoring cycle was attractive.
An unexpected finding is that viewing time is a few seconds for each scene, and is
hardly affected by complexity. This viewing time was obtained by asking the
operators. They were also asked what images were making up the ‘total’ picture
(scene). An interesting research method would be eye-tracking. This analysis
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technique may reveal different ways of viewing the images within a scene. For
instance, how images are scanned, whether some images receive more attention, or
any differences in viewing for each sub-task. Eye tracking may also reveal situations
of high workload where scanning patterns change or become non-systematic.
Experienced operators were hardly ‘affected’ by the complexity factors. It is still
unclear how consistent the complexity factors in the table are over a range of
different situations. These factors are based on just a few experiments and cases, so
a broader investigation may reveal new factors or a difference in the weight of
factors. Another question is whether novice operators do actually recognise these
factors during their training. Also, training takes longer if scenes involve more
complexity factors.
The concept ‘scene’ has been explored in three situations in practice. Extension to
other areas can refine the concept. It could also be approached experimentally by
investigating whether scenes composed of several images take the same viewing
time as scenes with a single image.
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